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RESOLUTION NO.: 44-2023
INTRODUCED BY: Mayor Thomas

A RESOLUTION AUTHORIZING THE MAYOR TO ENTER INTO A
RENEWAL OF AN INSURANCE AGREEMENT WITH GREAT AMERICAN
FIDELITY INSURANCE COMPANY FOR A RISK e-BUSINESS CYBER
LOSS & LIABILITY INSURANCE COVERAGE.

WHEREAS, the City's insurance agent and risk manager under the Northern Ohio Risk
Management Association (NORMA), Wichert Insurance, has procured the necessary renewal of
the City’s cyber loss and liability insurance for a one-year term for a premium of $6,979.00 under
the terms set forth in the proposal attached hereto as “Exhibit A”;

WHEREAS, this Council desires to authorize the Mayor to enter into the foregoing
insurance agreement renewal as a necessary insurance coverage for this prevalent risk to the City;

NOW, THEREFORE, BE IT RESOLVED by the Council of the City of Richmond Heights,
State of Ohio, that:

Section 1: The Mayor is authorized to enter into a renewal insurance agreement with
Great American Fidelity Insurance Company for cyber loss and liability insurance coverage for a
one-year term from April 1, 2023 to April 1, 2024, for a premium cost of Six Thousand Nine
Hundred Seventy-Nine Dollars ($6,979.00) as set forth in “Exhibit A”.

Section 2: It is found and determined that all formal actions of this Council
concerning and relating to the adoption of this Resolution were adopted in an open meeting of
this Council, and that all deliberations of this Council and any of its committees that resulted
in such formal action, were in meetings open to the public, in compliance with all legal
requirements, including Section 121.22 of the Ohio Revised Code.

Section 3: This Resolution shall take effect and be in force from and after the earliest
period allowed by law.
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City of Richmond Heights
Cyber Insurance Proposal |

Policy Period: April 1, 2023 - April 1, 2024
Carrier: Great American Fidelity Insurance Company
Presented By:  Alyson Larson, CPCU, CIC, ARM, CRM
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City of Richmond Heights Cyber Liability Proposal 2023

CYBER LIABILITY - 51,000,000 POLICY LIMIT — ALL COVERAGES

LSS EXQENEE COVBRBIE ..o s bt sasiss S 1,000,000
Protects against expenses the insured incurs directly fle. 1at Party) in connection with a Privacy incident,
Network Security incident, or Cyber Crime Incident. Examples of covered expensss include: forensics,
notification, ldentity monitoring, breach coaching,. data restoration, sysfems restaration, exfortion costs, and

business interruption foss.

Contingent Business Interruption LosS ... 8100.000
Protects against lost income and extra expenses incurred when the third party networks on which the insured

relles are interrupted or suspended. Premiums vary by sublimit (part of Loss Expense Coverage).

Cyber Crime LOSS ..ot 5 100,000
Protects against Joss of the Insureds maney resulting from a social engineening as wall ag fraudulent charges
ncurred dwe 1o a tefecommunications hiack.

Liability Expense Coverage.............ooeeooeeeeememeee e 51,000,000
Protectz againsf the Insured's labilty to others (Le. 3rd Party) in connection with a Privacy incigent, Network Securnty

Incident, or Media Incident. Examples of covered expenses inciude: Defenze Expense, damages, pre-jucigemeant
interests. judgments, post judgement interests, setlements, PCI assesements, and consumer redresz funds.
HolindBledp ..o e 0 o $10,000
Deductible e s NI

Hardware Restoration Costs .._............oo..ooveececemeeeeeeennn....... 310,000

Deductible OO U BSOS USUUUS USROS . |/
Reimbursement up to $10,000 to replace, remediate, or improve the Insured’s computing hardivare affer a
Network Security incident. Thers is no refention for this coverage and fimils are in adidition fo the poficy’s kmit of
insurance.

C-Suite Protection Sermvices ..o 85000
Deaductible B URSUSDISSUORUR . |).-1
Provides a $5,000 linit in addition 1o the palicy’s limit of insurance 1o pay for identity monitoring senvices for the
Named Insureds owners, partners, and principars following 8 privacy incident.

Waling PO ... s s tisiissssicio 1 2 HOUNR
RWFDSCINE DEB ..o i s e e U PYIOT ACKS

ANNUAL PREMIUM: $6,979

Great American Fidelity Insurance Company's AM. Best Rating:..................... A+ XV

1. Signed Renewal Application and Ransomware Supplement must be received prior to
bind.



